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Political Aspects of Information Safety

A.V, Rossoshansky

The paper cortstders nrajor  factcrs maKnE lhe I l rociem cf  tn iormaior

safety i ; rgent  in the context  of  nat tonai  safety of  the mocei 'n RLss an
Fedcret  on The nn i t r r :a l  0OrytDcnent Cf  infOrmat ion ald cOmtt lnrr ;a-

t ion processes anc their  feat i r res are stresser1.  Potent ia i  cot tse
quences of  the rr rcre asc o;  tecnnoloqrcar oppor l l r : r t ies 0{  lhe mass

mecra are ar iatyzed ihe necessr iy to cestnr  pt l l i tcal  31i j  legal  nte-

chanrsnrs to i  their  restr ic t ion is  provecj

( J I run r  r J  r  c rpa re r  l t t t L 'u i l r . \  uanpaB j ieHt l i l

I ) i i ? ,B l l - i t ' lU  l  O t l \ , : l apCT B t 'H I I ( )C ' I l I  t i  e  t ) l l pCNtC l l t J i i i i

I ) occ l . t i . t  f l i r , rgc rc i . r  r l 6ecne t re rn re  cc  6e l r t t tAc t t . . ' ' -

c l  H i | l i  VpoBl- ic .  i r . leKBa' f  i l r )  ( ) ' f  BcLl i i loule l l  coBpc"

\ , lL ' t  I  I  I  r ) t r \ , l  peiut l l f l  \1 f ,  t t )64-1H3t{pYlol t ic l 'ocf l  \ {Hpo-

i l r . ) r  r r  cooS l I Iec  i  na .  O6cc i reqc i r t i e  ( i e3 r ) r l acHr )c ' l  l i

r JB , rneTcr r  \ r i i o r -oacncK ' i  H r - , r i  I rp r )6 i reu ( ] i l "  t raca t { . l -

u te i i c t  r l o . r tn r f t r t ccKo t i .  )Kou t ) \ l t JL I f c t i o i i .  f \ \ ' " l t u -

r ' \pf  ro i i .  Bircrnrr)r i  c( i )cpt , r  i r  r ' . . ' i .  BtLixt loc \ {ecl 'o

upe ; {11  t i l l . \  } t . l l { ! . r \ rac l  t l l l d ) ( ) l l } . l a i l l { ( ) l i l l a f i  6c ' t , r -

I l aCHOC' l ' i , .

?,J.lrl lex rlr Br-r(-)cr r, pea- nr:a[]rur Br.'r: le.:teul r;rx
r i i l r rpaBj teHHi i  6c ' i i ) l IAcr roc IH lABt tc l { ' l  i - ) |  c { . )c  i r l -

' | l r i ' l t  i l0 - : tH l l l r recnt t i i  e i lc l ' f \ i l ,1 .  ( ) ' r  l l i t i lp i . l i ] " lc l l -

Frt lc 'Tr{" 6r,rc-r 'pr l . tci ic 'rBttt  v1 col- i l r tc(rBit l- l i ioc i  t1

pa( ic l r r , r  ee i ln \TI leHHr ix  Nrcx i lnH' i i i ton.  B c tJote)
( ) r le l le j lb -  I i ' l l r l t leBble  \apaK' fcp i lc . f l lK l i  i IO" i l t { l - } t -
, tecKOi i  CyC Ie , \ tb t .  l la l lp r . l \ !e rp"  t 'aKI te  Kt ' th .  c  t i . l -

6r.r, tr ,noclu Qy'rt l i r lHc'rt-r i .rpoBan14r L,t pi l ] tJH'r ' lJt l .
"JaBt{c' l ' f  r t ' l  : (rr irexfr.rBHocTH cai!{r. tx Lr}tclr-Nt 6cl-

Ol l i l cHOct  H.  r ' . r le  o , r l lJ \  l t ' ]  f j raBrJbtX po, le i i .  R Vc-

. ir0Brlr\  BCcrlr0'3pacraroi l tel i  pt-utH l lHrlx)pNlt l l  tH r l  l ' l

cpe, f ,c r  B ee pac i lpocTi laHc] { t i4 r i .  i l t  p l lc - t  , . r f rccr tc-

Lleitrue t i t j4)o[]Nti tu]trrI  rHoti  fe:r ' ,nacHr]ct 'r{ .  3ai"rrr-

iliil itt() I uL'ec fi (( 1 | rr drtip rr ar iHo r I air b iloc r)fi t t {cc't Bt ir>

c t 'poH' r 'c f l  Tar f l lNt  O6i la ' loNt ,  Ln 'o  HN' tcr j lJ ( )  e6t lp .

il I I a,'l r I :l 11 ll r- I-]c;lil q a ] r e06x o-ild r\r 0 Ii tr H 41 () p ilt il I I [.] 11

c lat{o Bsrct ((q)\'ftjlar\r e l-ilt},,r b Fr bt \r u iicT o ttr{ t't rtil*

\ tL t .  np0t r ' lBOl lHTeJlbr 'Jor t rH H BJtacr } l ) ) ' .  He c . i r r ' -

: AIJ PocroLranctr(t, ZaC /

. t i i i i l to. i lo N.i l let{H}0 [-rrrtrsurnnc] 'Ba rtcc, 'rei lotsaTe-

i re i " l .  L I \ {c r* ro  Hut i topnrat t t roH1Io-Kr) r \1  NrVl - t t lKat { } . r -

olrHbre rfartT0ltt , t  cl) i l  pi l , tH 0,,1H)' vl ' \  r i j rK)r iL'Bbl\

f r t ) - re i i  B pa:Jp- \ 'u ter r i j i r  co l in i t j r r . ic  n{ r lceNoi i  c t {c-
T'cNIbr u p, peBoil lort l .roHrrurx npco6pa3oBil l{r4f lx Ll

c !  pi lHax l} lcroL|Fr0ri  [ : .nporrr 'r- ,

Il po uc xollrl cl'pc ilr r4Te;i bHoe v Be.r r.r r-r Lr nr,i e

rr ir$opr,rarluor-rHblx pec) pc(rB. np)oH'lBorH\tbrx Lte-

JroBcLrcc.r 'BoNJ. Oucl cot- lpoBo)r(Iae'rcr r]K;tKlrrf-

Hf ie \ t ' l l IAr {HTejbH0t  0  L iHc i ia  ] 'p \ , - i r lc i t i )co5H() t ' ( . )

t  racc j tc rur  u  c( iep\  r .u i  I 'e - r r i r  e  K. r ' \ ' i l .  l r , r  io l - ( ) ' t 'p \  ; l i r .
pa' lBl l l - i1ct\ l  HI l ] 'c; l ,  I  gK | \  iul  L iJ0i i  cr-r5c'r 'Bc r r t ' [ )e t 'H.

I  ror rB. r rcrure\ i  HoBbl \  r tn t i ro l l l t ru t . io r I I : l t r tx  t -c .xr t ( ) -

,rpr rr i i .  Oc:r rUec t 'ujgercg ' i 'paFrcrprrptraqufl  ' r l la-

, - t r lJ l t i i0 l I I - lb i \  H l {c t 'H ' r \ '  I  oR l le r l toKpaIH,rccx( ) r i  l  r - r -

c\. : lapclncr-tHoc'rH. 
' )  

f t l  npunrl. l l i ' r '  K T'oM\'.  LI ' f()

l lNleK)T' ] \ lL 'cl 'O j IBe npoT'HBopeLilrLlbr9 reH,r. leIt i lHl l
(o . l r {ospe\ reHHoe i ra ' } I l rJ lHe Lrpe3nbura l rHoi . i  0 ( } -

u r . r a - l b r r0 i i ' t z tB r { i l jN roc l 'H .  
-H  

aKr l eHr  } . r poBe iH r i ( ) i i

t {Fr. tH Br.tJVit i l | t ' l l l t l r . i l l ))  .  tJr)\  cj toB"qrl t f)  ' t  I  r)  i  e \ .1.
in 0 c"f le-tct i l t {eNt ,10c1't1)t ie f  ILt i i  rr  t t tJ;tac:t l . t  } . i l - t-

t l rc.pi l taqtui f t  r l r id)oFlN{i i ln 'Jr lLlrt i  rre,roncLrcclBa

I lpoHc\ ( ) ,  tn ' r  ( tc t  t ( )N{e lJAJt )Hr)e '  vBc i ' tHqeFt} {e  TCNl-

I r ( )B npnpoct 'a  o6"be i \ r i l  e r -o  c \ \ r \ rapr r r , r r  :nanur . r .
' l -ax"  g  70-c  r - r .  XX s .  ' ) r 'o I 'o6 lc l r  v l lL ' , r r iL {Hr , , turc i r

u / tBr lc  t ) ; ' lHI i  pa ' ] ,  IJ  i { )  : ter .  I l  80-c  t  r .  - - -  o , ]H} l
pa'r B {rr-rb . ;rel ' .  C' Kt)Fnn 90-x lr ' .  r l5r,e lr* i i tFu.{ i i
rl C-l () ttrl tl CCTIla V. lBill.{ Bael C fl l I [,14K'f l'l 

Ll L'C li H Ka 7li-

., i t, t l,i l 
'tl,l'' 

.

O , l r t onpe  r ' I eHHo e  o ' r r r l l i , r - r ' oc - r - i )K )  r i a  K  oc -

r roB t t ( ) t i  I c r ! j l e r rL iHe i i  pa '3BH |HH r ' rF rd )op \1 i l r t i ' r ( ) i l -

r r f ) r ' ( )  o6r r lcc lea Lr  i rpo lpeccoi \ r  l r i r i l ropr rar t i io r r -

u r,r.\ l L',r.n (),r () f il ii. a rlt,a:t H'r n pvr.' r'c it l.t i tpclfi lcf\r il
' r i l r i l l ' r ' fb r  l i l r { topnr11r{ r . i l4 .  Ba; r r tu tu  r iL ] - for t l rHt ro \1

\ t-p0' l  t i lJ-fCpeCa\{ t le"lrrB€Ka t!B.r l f ieTCfl ,{Cl lO.i lb3(- l-

B i lHr le  L l r )  Bpel l  e |o  r {HTcpecaN{ ncpcor janbHr, r . \

IaHHbrx.  HaKan" lHBSe Nr [ , tx  pa ' ] . r rHLr ] rbr \4 t j  cTp\  K-

r ' \  pa\1r i .  B f ( ) \1  r l l . fc " r rc  opIaHaNi l l  t 'o r r \_ tapc l 'BeH-

I rol."r r i , lacl ' t{ .  A l 'aK)'r ir-- paci l t t . t i )eHHe Brl ' l i \ l ())Kti()-

cr l l  e Kpr)r"fofo coopa i l i l ( i )0}lr \{ i i r{r i l i .  c()c i 'aR-

, rg io t l lc / r  e t ' r )  . ' rHLI r rYro 11 cc\ {c i {HVro ' ra i i r r \ , .  cFte-

leHrJi i  r)  sro ,t i tc] 'HOri i l iH3Hl.r.

l ) ' r 'o npoi{cxoJur n cLt-rr\ '  r 'ol t l .  (n'o r*rdrop-

l\ t i l l lH9 f i  ui l t iet ct cTpaTet-t. l r lL 'cl( i . l \ {  i lauH()t{arlrr-

tJLt \1  pccVpcor \ { ,  o l rHHt \ I  H:3 oc l {oBl l t , rx  6( ) t -aTc ' rB

r'ocvlapci 'Ba. npereHl)/K)rr lcro Ha Aocroi4r{oc



A.8. Pocco uancsnh. fl onnrnq ec<ne acnesr at nn$opuatyonnoh Seto nacnoct n

N,Iesro B r\{eiKr\ napojtHort ooo6illcc l-Bc. C ei tl-

-lH fl :) Ko r-to i\,r Lr Lr ec nlt ii. oCropo n u ut l.i l.'l I l(ui t4'I 11 qe-

crclt i i  noreri i l r . iar c' fparibt B 3HlluLlre.r i t  t loi i  \{epc

or rpe,i le,rrrreTcr \  poBHe\{ pa' lBt ' lTHtl EL- 11l l( l l ()p\ l i i -

ur . roHrr t ' r r , i  un( rpacr-pvK.r lpb l .  Ho I IpH l r t t l \ t  I Ipo-

nr)puHoHa,:rbl io B()3pac' l 'ael n yf3BHt' locTb l l t l -

uuor- rA.Tr , i rbr \  xn( rop l rau,Hout tL , rx  pecvpcoB t io

O' rF loUleH[{ to  K HefaTHBHbl l {  Bt l ' l , le rucL 'BH8l \1 .

Burruc 'c :xaJarJHoe B r ro i ruo l i  uepe r )Tnr)cHIcg H t t

Pocu.rrr.  TaK KaK ee crpeN{Lrrei lbHitJ{ uH$optra-

I H'JaIIH'; t .  IJbt3BitHHat npOXOjIf l  IJlr t \4H Iro_qr{ ' I l . lqL'-

cl ir{ \11{ H IKOI{o}11{qecKHN{l i  t ' lpouecci]- t t .  Be,: lc ' l

r i  - f( .) t \1\.  q'r t t  6. j tat on0,rtvrtHe clpi l lJbt l lcc e f io. ' t t  -

t t tc i i  c reneHl . r  ' rAsr . rchr -  or  5e;ot tac t roc t t t  eL '  t t t - t -

cfropr,r a r tuoH Lr[,r x pacvpc..-, ,r t .

L'et ci :1i-t t{  o. lut 'r t i  }r ;  trcH()Bitht. \  rcHlettult i i

pa3B14 f t i r  coBpc\ rL ' r r l ror  ( )  t l6Luee I  Ba tB, tHe ' t 'c - t l

et o nurfclpNralu3aunr. t{To aB'I 'ot\ ' ia ' f  t t t tecKtl  Bbl-

!nHr-aer BO[rpocbr l ]accl{o'rper-rHr trt t(roprtaqlt-

r-rr-nrrr i i  6e'r i lnacnoc'rul Hn rrepe;uuti  ITJTAI' t .  I  lo-

l ro \ { \ '  L roBoKvn}r ( )crb  rJnuxtqn l " t  CMI ' l  B conpe-

l, ie Hi lbr\ \ ,c;r i)Br{ lr \  tr6R rare-qbH() i loJl)t(Lt. i l  t tK"rtto-
r  r i l r -b  H u ( ropHt l r lno H n\  ro  6e l0 t tac  uoc ' r  u" .  C '  rpe-

rru.ITe"rbHOC' pa']Blf ' r t ie r{ uJHpoKoe t lcl loJTb'JOuil-

Fr lre H u (toplr a r I r.i o i r H o- rio \1 ru v t{ti Kziut'Iorl H bt x rex-

r ro i r ( ) r 'H i l  ( l , lK ' f  l  o ' rHaNrLrFroBant4 cc lSor i  I Iepe\o i l
Lrc . ro tse L iecrBa Ha a6co, tm' ru i l  t toB\  io  c  f - \ ' i l c t  l t :

pa:JBrt. ir ' r f l .  f l  BLrBllrr{cb pe3\.: lb I  A]-cl\ l  peBO"l lot l} l t l

e  cc fepc unt fo l tnrar tJ ' l i lu tdH.  t {KT rp t iHcQol l i \ { i1 -

p0tsa- i lH I iL -  r  ( ) . i l ,K t )  npr lF i l l i r f l l , t  t i  ( l t lp r t l t  cSt lpa.

o f i i r a6 t ' ' r - r . l r  i r  n t ' pq ' - g1 i  11 ,  t t t t r l t ' . r i r \ l l t L l t l l i .  t r t l l t  l t a -
r t i l . ' ] i l  0NA lbUt i t  I  L ,  \ l r lu l lJCi iL l iL -e  Bt r  l  - lc i ie  I  nr tc  Hi l
g o . r t { l  I i L t e c K r I i i .  r . r . r b  I \  p g o , | i . ' l x t t t l ( ) \ t } l t l c c K t l i l  t l

BoL 'Hl r ( ) -c . f  n '1Te I  I lqe cx t r i i  ae i rcK tF, r  i l i t ' t l t t l l  oOu{c-

c  r  Ba"  c  f l ' r i r r lB f lcb 0- tHlJ \ !  H I  ( lc f loBl tu lx  rpaxTopol l

o6c'cnerrcHnr r i  no:uep)'hi lFIt t .q vcl ot iLI l ' lBolo

I )a ' lBHTr i r .  C t - . t rpe.1r - - reFrHot i ' toLtKt i ' }pcr } t t l t  \ i } {p

( ( . . .  u l l r - . rc  raB.r f i t : r  coScl r r  He r l ro  t ' t f toe.  KaK . r (Bt t -

iKvLu\ ' ' t i )c t i  F ] ( )  spc\ rc i rn  l t t t r i r t tpr ta t l iJ to . , l l l i l ie  gc-

- 'r t{  peqb t i i lel  ( i  Bt l t-)-r. l } lC t lCIIOil t} t l ] i i l lbl \  I Ia I lep-

soi i i  B:r lJlJ Irpc;t i \rrrra\)) .  l Io o6pa,l t lol \1-\. '  Bbl-

palliL' H t1 to ;r,p) | o I'o Lrcc-I e;iO Ba'fe,l fi I tu rptl p ttt it Ltlt I

npericranrf ler coSori (c tcr i ipc)HL,t)).  Bo' lreric r-

B)' ,rcLuHe Ha )Ktl3Hellr ible ueFll 'pbl o6ulec'rea. n:tH

((KpoBf lHbre i lapt { l iH) ) .  oFIa c03!ac t  (c i lc l 'e \1 \ '

KpoBocua6; t ter iug l i  -1 , t t  t t r lS t tx  . lB t l iKef tHt ' i .  t t t l -

c ' f \  nKoB. u()Be.lctI I1tI .  ot ' t ioL[eHttt t  Jtt(); tci i  h ac-

c0 l l l ' l i iuHt l ) )

, f{erronpa'fr{: l iuiHl Iro, rn t ' t iqecxol l  cHo t 'c\ ' lbi

r{ BI-rc. ' lFler{ i Ie ! tFIc I '14'f \T'a KoFtK\ pert 'r t lulx eL't f i t t-

pots  B nocrcoeerc :xr l i i  l )occn l t  l loKa3ai tH t lcoS\ ' rc1
' iH[i tr t iN{ocru HId] B noi l t4'r t{qect(H-\ H t ' rcrr6clJt l t)

lr:r5 trpa're.r I b Ir br x Ka N'r r Ia H H r x'. i ' l rr f op \Iat'tt'lti I ll 't fl

ubrc t ' . \  i lae i '  Kal i  Fl0l l l , l t i  l -rat l  B pa. ' lBHl 'Htl  l lpoi{ l -

lloitrit c>nornn

i lo;! ,c1-B(]FrLIbt\ oHJ, ' ] ,  np[,r KoTopo]{ o6Ntelt  Hlt-
( l)(rpNlarttrH" ee oi le[]art{Bt- i i l f l  o5pa6oTxa } l  l tp-

tf  cr"rHnHoc Ir l)LlNre HeHHc lBJlf lr .J ' I  cf l  () t lpe.l le-

- i fi KllllH Nt t.t vL:J toBLlfl Nl [1 Bcec]]-i.)po f{ lJel 0 p3'l B i{ l't{tt
-  l l l

()r) i l lec I 'Br1

lro"r '  npoqecc o6t 'c. ' iotr.neH .uei. ic-t ' t t t icNl

. l(B\ x (tarcrcpon: ynejrHlr. ;r iLIeN{ o5'relta t{rrfop-

NraULrI{.  FIeoSxoil t tNtOLi i l , rn r)6ecneuelJ}1.f l  cl . lc ' teN{

7rl1'rHeitcr lerbFloct ' l t  o6ruecl 'u;t  [ . ' r  coF]eputet{u't ' -

BrlBAFIt l( jNl ' l 'etxttoi l0t 'HH Frl lK0n-rrc-Hlt ' l  t4 pacl lp()-

c ' rpaHerrHn l rn( rop i \ rauHH. B pe ' r r ru ' ia r -c  t lpor {c-

\0;1H-i '  pa3pac-r 'arIt Ie uu{i0pnrarlut-rHt-tcl i i  crpepr, l ,

h . r )TOpaf l  c  taHot lh . r 'c r r  He t ipr lc l '0  , loKa, lb t ib l \ l

cer  Nrg i ror r  c ,6 t t lcc lBgnrot t  ; t i i t ' i in i  oOt t (ec- t ' f ia .  a

n ra rep r re i i .  r r pon t i i b rBa rou ie r "4  BCC co t l t i i t , r t b t i t r -

i l0,r lr1' t l r ' rccKOc I Ipoe'r paHc'rB(J o'f  cOc i '0Rl-t t l t l  Kt)-

r opoir rAi l t .rcir r  i i l rrulr lr  xr i 'J irb LIcirr)BeKA. xttpi lK-

I'e p clilt"ilec'r'ge H I{L'ix ot.FI() Il I e}l }t ti. nr-},'t oiiiL- l l tl e

t ' r )c \  - tapc I  Ba l t i t  Nte ; .h . - l_ \  I tapoJur l i i  apc l rc .

K ocHoeu sr l r  l$$eKla\ i  K( ) \ r  NtvFt I t  Kat  l t l ( ] t t -

Hb rx  I r l l oUeccoB  E .L l .  EYu f \eBa .  I l i i l l pH l ' f cp .  o l -

HOCnr :  (HHIHUf . { ; l } a i lUH t , t i t  o fBc l .  o l 'K - ' l l l K ) ) :

\ i l iL INi l lA l l t t f l  B  cpetc ' r ' i lax  \ {acct - rRt l i i  l i ( ) \ l \ t \  l l } lN l l -

r l l .u.r));  <c(rr iret.r- r .rH]lHp,[{"Tt a-t i , t tol i  peaKLit l t l } , :
((Kr)J" reKTLtBLrafl  pL'aKllr .{ t t) :  (paOilpocl 'paHell i lc

n H HOeaLrLl i i )) :  (pacr ipel lej lel t t te nr rdloprvi iui lH

(co5r,rr l r i tHOro nopqJKa); (coutt i t-qusit t l t{ t l )) :  ((co-
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